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WebScan Driver Installation for use with Remote Express Deposit

* FIS WebScan is used by Synovus Remote Express Deposit (RED) clients to interface with and
connect USB based scanners to the remote deposit application. The purpose of this document
is to provide installation instructions and configuration of the WebScan application.

* Additionally, to accommodate Windows 11 compatibility, you will need to refresh your scanner
driver. Please follow the steps provided in this Guide. Note: Troubleshooting instructions, as
well as additional Firefox troubleshooting instructions, are included in this guide.




WebScan Driver Installation

1. At bottom of the Remote Express Deposit Home
screen, select Scanner Drivers.

Member FDIC and Equal Housing Lender. All rights reserved. | Scanner Drivers

2. From the list of Drivers, select the WebScan Drivers SYNOVUS | remore express oevosit
link.
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WebScan Driver Installation

SYNOVUS REMOTE EXPRESS DEPOSIT

Depending upon your browser, you may
: :
receive a pop-up window, or a yellow DRIVERS

' Flatbed Drivers
message bar may appear at the bottom - |
of the screen. )

' Panini mi:Deal Certificate
3. When presented with the message $ weosean orver
below for WebScanCapture_Setup.msi,
select Save.
Regardless of message type received, T

select Save to resave the driver.

Do you want to run or save WebScanCapture_Sctup.msi (7 47 MB) from redweb-ga.synovus.com?

1! This type of file could harm your computer. Run Save ¥ Cancel B 005
2 (3
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WebScan Driver Installation

4. Navigate to your Downloads folder and run B —
WebScanCapture_Setup.msi. e ——

This setup requires the Microzoft Visual C++ 2013 Redistributable [8E). Please install the
. Microsoft Visual C++ 2013 Redistributable [#8E] and run the setup again. The Microsoft
You may be presented with the pop-up Visual C++ 2013 Redistributable (x86] can be obtained from the web. Would you like to
] ] ] do this now?
window (right) if your computer does not have
C++ installed. WebScan requires C++ to run.
Simply select Yes to proceed with C++

installation if prompted.

"
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WebScan Driver Installation

5. Check the box to agree and then select Install.

6. On the WebScan Setup Wizard display, select
Next.

7. Once C++ installation is complete, locate and
run WebScanCapture_Setup.msi.

©2021 Synovus. All rights reserved.

-
ﬁ Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 Set... E‘_&

Microsoft Visual C++ 2013
Redistributable (x86) - 12.0.30501

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL C++ REDISTRIBUTABLE FOR VISUAL STUDIO
2013

These license terms are an agreement between Microsoft Corporation (or
hacad nn where vnii live _ane of ite affiliates) and vnii_Please read them

-

| ITigree to the license terms and conditions

o)

o W
Welcome to the WebScan Setup Wizard (.l

The installer will guide you through the steps required to install WebScan on your computer.

WARNING: This computer program is protected by copyright law and intemational treaties,
Unauthorized duplication or distribution of this program, or any portion of it. may resultin severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel <Back | MNend > |




WebScan Driver Installation

8. Once the WebScan Setup Wizard dialog box displays, select Next. [ wesen P

Welcome to the WebScan Setup Wizard A

9. On the Select Installation Folder message display, select Next. Tiv ndadir 10 e o Hictigh e aps eyt 1l b bar on ok Somoull

j§| WebScan = 4

Select Installation Folder A _
3-8 _Concel Back l Next >

The installer will install WebScan to the following folder.
To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse™.

Folder:

C:\Program Files [xBE\FIS\WebScan' Browse... .

[ Concel | [ <Back | Next >
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WebScan Driver Installation

10. On the Confirm Installation message display, select
Next.

The WebScan installation will begin.

11. The Post-Install Config window will display with links
required for WebScan to work properly. Enter the
requested information as reflected in the below screen
shot. Note: The remote domain must be listed as
https://redweb.synovus.com, and then select Add
Domain. Once complete, select Next.

©2021 Synovus. All rights reserved.

w WebScan

Confirm Installation

Click "Mext" to start the installation.

The installer is ready to install WebScan on your computer.

Cancel

< Back Next >

@ WebScan - Post-Install Config
Update Settings
T theck for Updates?

Update URL:
’_'Mips_ dweb, synovus.c

Origin Domains
Ramnta Namain Q1 -
P——
| hitps:j/redweb. synovus com
Add Remove
Domain Selected

'hitps: fredweb.synovus.com

Next

Ia.

Installing WebScan

‘WebScan is being installed

Flease wait .

Cancel




WebScan Driver Installation

12. The Post-Install Config update message box
should display with all green check marks. Once
complete, select OK.

13. Next, the Installation Complete dialog box will
display. Select Close.

ﬂ WebScan — X
Installation Complete [ 3

WebScan has been successfully installed

Click "Close" to exit.

Flease use Windows Update to check for any critical updates to the NET Framewark.

/|

£

Cancel < Back | Close |

©2021 Synovus. All rights reserved.

H Update XML set successfully!

€9 origin policy set successiullyl

€3 Added WebScanCapture registry keys successfuly!
€3 Added Trusted Root SSL Cerificate successfully!
f’) Added Personal S5L Certificate successfully!

€3 certificates bound succassfully!

€9 URL reservation added successfullyl

€3 Added 'Path’ System Envi Variable

€ WebiScen Applcation sierted

) WebScan

heing installed,

ok

Cancel

< Back
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Troubleshooting WebScan Driver Installation

Installed WebScan and experiencing communication failure? Please follow these
troubleshooting tips:

In the event WebScan is uploaded and registered correctly, but you still are experiencing communication

failure, please perform the following steps. Depending on your computer, there could be a local host issue
where the scanner will not initialize on Google Chrome.

Reboot your computer before attempting the below steps.

e Open a new tab in the browser and enter https://localhost:58080/signalr/hubs

e On the next page where the following Chrome message is displayed,” Your connection is not fully
secure,” select Advanced.

o Next, select Proceed to localhost (unsafe). The hubs.js file will be displayed.

e Finally, navigate to Remote Express Deposit and proceed with deposit capture.

©2021 Synovus. All rights reserved.



https://urldefense.com/v3/__https:/localhost:58080/signalr/hubs__;!!JYP6xId3!tJaJWuL1I90M37015iqPHA_YPhsfrLb6Bc0AHw6OtvD38Dlc6tZXv8T4LNGUZTUV0Nql$

WebScan Troubleshooting Instructions for Firefox

Firefox has added tighter security options regarding self- py——— i —
signed certificates, which is used by WebScan. The self-
signed certificate needs to be added to Firefox’s server

exception list:
Warning: Potential Security Risk Ahead

.
[ ] O p e n FI refox Firefox detected a potential security threat and did not continue to localhost. If you visit this site, attackers could try to

steal information like your passwords, emails, or credit card details.

* Browse to https://localhost:58080/signalr/hubs S

° H - H If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
ec u rl y a rn I n m essa e IS p ays You ¢an also notify the website's administrator about the problem.
Learn more,
Go Back (Recommended) Advanced...

©2021 Synovus. All rights reserved.



WebScan Troubleshooting Instructions for Firefox

* Next, Select Advanced.

» Click Accept the Risk and Continue.

& Waming: Potential Security F

X  +

localhost:5808(

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue te lecalhost. If you visit this site, attackers could try to
steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus seftware, you can reach out to the support teams for assistance.
You can also netify the website's administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

Semeone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust localhost:58080 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate

certificates.

Error code: SEC_ERROR_UNKNOWN_ISSUER

View Certificate

Go Back (Recommended)

Accept the Risk and Continue




WebScan Troubleshooting Instructions for Firefox

* The signalr hubs content is displayed.
This window can be closed, and Firefox
should now work with the WebScan
driver.

Certificate Manager x
Your Certif) Authentication Decisions Pecpl Authorities
Th tries identify server certif except
Serv Certificate Nam Lifetime

**For informational purposes, above is where the exception has been added within Firefox. View by going

localhost:58080/signalr/hubs X @ Settings X +

- C @ O 8; https://localhost:58080/signalr/hubs

/e
+ ASP.NET 3ignalR Javaleript Library v2.2.0
* http://=ignalr.nec/

* Copyright Microsoft Open Technoleogies, Inc. All rights resezved
% Licensed under the Apache 2.0
* https://github.com/SignalR/3ignalR/blob/master/LICENSE.md

f{f <zeference path="..\..\SignalR.Client.J3\Jcripts\jquery-1.€.4.5=" />
/{{ <reference path="jquery.signalR.j=" />
(functien ($, window, undefined) {
f// <param name="$" type="jQuery" />
"use strict®;
if (cypeof ($.signalR) !== "function™) {
throw new Errer("3ignalR: SignalR is=s

var signalR = $.signalR;

function makeProxyCallback (hub, callback) {
return function ()} {
// Call the client hub method
callback.apply(hub, $.makeArray(arguments));

functicon registerHubProxies(instance, should3ubscribe) {
rar key, hub, memberFey, memberValue, subscripticnMethed;

for (key in instance) {
if (instvance.hasOwnProperctylkeyl) {
hub = instance[key];

not leaded. Fleasze ensure jquery.signalR-x.js iz referenced before 3

to Firefox > Settings > Privacy & Security > View Certificates > Servers.
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